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CETIC en bref — centre R&D appliquée C)Cefic

Your Connection to ICT Research

Fondé en 2001 par UCLouvain, UNamur, UMons

CONTEXT

SERVING INDUSTRY

9
www.cetic.be

INTERNATIONAL INVOLVEMENT . ) o
REGIONAL FUNDING FOR * Model-Based Engineering & Distributed Systems - DEVOPS/CPS

CONTRACT RESEARCH  Data Science (Big Data, Machine Learning, IA) - DATA
* Combinatorial Algorithmics, Optimisation - CONTRAINTES
* Embedded & Communicating Systems, loT, Edge - loT, smart*

* Co-Innovation Methodology and Technology, Living Lab
* Transfert techno

Domaine: santé, logistique (ferroviaire/automotive), industrie 4.0, numérique
Thématiques: safety, cybersecurity, privacy, sustainability,...

www.cetic.be



Context — Risk Analysis Process Oce’rlc
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* Ubiquitous and interconnected computer systems
=» many useful functionalities for citizen/enterprises
=» increasing attack surface to cyber threats !

* Development of cyber security frameworks and standards
* 1SO27K (IT, 2005, 2013)
* |EC 62443 (OT, 2010) ﬁﬁfff{;fﬁ;
. |EC 21434 (automotive, 2021) =

* Follow a risk-based approach (1SO31000)
* Also in other domains, e.g. safety

NIST SP 800-30 Risk Matrix

Risk assessment R|sk Risk

Context Rick Risk Risk
Establishment = = 5 Treatment Acceptance
identification Analysis Evaluation

Monitoring and review
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Typical Risk Analysis Process Ocetic
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[ ] — [ ] [ ] [ ] [ ] M d I 2

* Risk = impact x feasibility Avcys o
EB'OS dreaded events
7 ™~
Module 1 ] [ Module 4 ’ ‘ Module 5
. . Context Risks Security control

¢ |mpaCt 9 Bu5|neSS Doma|n establishment J l analysis analysis ]

e contains valuable assets (information, processes) ™~ Vioduie 3 —

- different properties to be protected thr‘;;‘f'syj;:fioj

(confidentiality, integrity and availability)
* Impact analysis, e.g. on Safety/Financial/Operation/Privacy

I ECZ 1434 ' Asset Damage
3] Identification Scenarios R
* Feasibility = Infrastructure Domain o — o I —
 contains the support assets on which business assets rely U soonoio I Atiackpath R J0CCE

Analysis

Identification Rating

e capture both IT and OT infrastructure
* |dentify attack scenarios, paths to determine feasibility
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Research Focus: Towards Model-Based Risk Analysis

415 Altération des données de sécurité

Typical approach document/table based
e E.g. EBIOS (FR), Monarc (LU)

Scénarios décrits dans les documents (ANSSI et ENISA)
['Bien(s) supportjs) Scénario(s) de menace ]
Systéme du prestataire - | Un administrateur fonctionnel inteme ou un pirate modifie le rétérentiel des identilés et
Portail daccés des droits pour permetire I'accés au systéme A des personnes non aulorisées,

Define lists/trees of business/IT assets

N | Evimement Recouth | Beson | Scurces oe mensces | wrpaces | Grwetd
Données de sécumé
* Pirate * Perte de contrdie sur ke systéme
H LRS ARin des donndes de megre * Employé peu séreux d'nformation externalss 3. irportanie
* Use typical threats for each component — “Erploye raetant |« imposiiiee & sre e wasement
Résultat obtenu par le logiclel
H . Bien support | Schnaros e | Grler Visisembia
* Use simple attack paths (linear) e pall T T E
Syslime Metace s o « Pirate o« M13 REX-USG * Attaque de type Man in
. . . f‘::hm :‘:;:‘_‘ ml’r: | * Concurrem Altague du milny s the Mddle 3 Fore
with worst case estimation T | eren * Employé malveifant un canal informaticue
R . e e e [
{E¥S_APR) | Prestatare | |+ Employé cu prestataire | 10 TOS IEPIMIRE | o Changement des 3 Fome
;:;n e malveillant Modfication d’un :9:1(:;:::(:::u
Ogansation | Mesace sr . %:‘::-u-nrr o Mauvaise répartibon des
H H . V24 H LI H e rergansanon . Surcharge des réies entre le personned
=» Qualitative: “good enough” for prioritisation e I B B Ll By e T
Osparisaion | Mumace wr « M21 PER-DEP « Mauvaise répartition des
™ Pgeinten Surcharge des réles entre le personned
. . prestatise prestatiare | o Evplopd peu sdreux 1. Minine
=>»HOWEVER: coarse-grained and ok e | Caet e e
limited ability to identify precise measures e Vi e o
. . Allague 08 Tipe Man n e Made  Possibiite de falsification du service * Acces 3 Iy table de routage
for risk reduction woes " o Accks auex utlsateurs a Fore
. JILET
Changament S 0onndws 0 portasl | o Doﬂnﬁ du portall d’accés modfiables |« Accés physique ou logique au
dacoes s choud o Données du portall d'acoks accessibies portisl d'acces 2. Forte
avec les droits adéquats . ance de I ce du
! d"
r'n.muc m :5‘19:‘::: . :«rque de cozmpsemelou personnel . g::;cﬂﬁ?dmr:l;okm enlrzl :4 '
perscmel . ence ne n e e ne Mome
e Sihomce & g B i ¢ 1 e
Niveau de risque avant jon dés mesures
Niveau de risque 1. Négligeable 2. Limite 3, Significatif 4. Intokérable
Gravite 1. Négligeable 2. Limitée 3, Importants 4. Criique
Vraisemblance 1. Minime 2. Significative 3. Forte 4. Maximale




Some Existing Approaches in Model-Based Risk AnaIyS|s uchTIC
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/ ~TCu stnmér dita N
[‘A ~{ accidentally sent to \I
third party

e organization, process level — also negative coyes O\ pradhi_/

securi ly -
training 0.9 .
. - ) .. " gl Y%
(mis)-use-cases, UMLSec, CORAS il N\ A T < .
V4 V4 # introduced by " Disclosure of . o .o - personally Compliance
> hacker viaweb -2 customerdata i3 identifiable

Goal-Oriented Requirements Engineering (i*, KAOS, GSN...) e i e | wessoan’ Creme | o gy

pplication

e.g. Vulnerability Centric Framework, Formal Tropos, CAIRIS A

Malcode ™. _ A i Online store %y

Security

51yi5:1y “intoduced by . (f P Virus Aftack . o 05 |downdueto | highthigh B8
fh ' > adversaryvia || > on DBs } > virus attack on i 6
Em ll Policy err!ail 7 Insufficient . [2-NE:1Y] - i DBs N Service
mployee breach 120 1)’]'|20A1VY] / virug e = i [5:10y]7120:10y] provisioning
et o protection

e infrastructure and attacks
* |nfrastructure models, information flows

* threat modelling
» Attack (defense) trees (can connect to busines

www.cetic.be



Research Question and Focus of this Talk (')ce’ric
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* Research Questions

* What is an interesting set of modelling notations for supporting risk analysis ?
* to capture both domain and infrastructure assets (business vs technical level)
* reaching enough precision might also need to combine and map different models
* How to provide a good automation level ?
* based on the models and related tools
=» here EBIOS until risk treatment phase

* How to efficiently support certification processes ?
* In a DevSecOps context

* Talk structure:

* a modelling exercise combining generic i* modelling for the business level
and a standard infrastructure notation for the technical level

e application to automotive domain (ISO 21434)

» process modelling for speeding certification and enabling incremental certification
(DevSecOps context)



1 .
Modelling Business Assets/Dreaded Event for Impact Assessment Ocetic
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* Using i* strategic rationale diagram with piStar tooling (JSON format)
Good mapping of EBIOS types (ORG, SYS, PER) =2 actors

Clean structuring of business goals and processes per actor

Identification of information flows

Capturing threat sources as attacker agent (depicted in red) =2 inspired of vulnerability centric framework
e Attacker motivations (- T i
* Insider/outsider profiles

— —— i ————————— T —
.
~

Wastewater

£ H H™ ¢ Automated
* Specific goals and capabilities | 5., weaiment winin .
. S EI T I Aee——a B S T A AU ol Nl P
required for attack Y— condiions / (SISSENRY "\ T - [ .- N
| - ; break : '
i ‘ i
operation Abnormal event ' o
i n?ana ged A e ] 1 | break |
reported / ' k
' Produce I
| / \ /. / ! 1 < l\;{lanage > accurate daily .
' /"Automated - | N arms reports - 7
water Data collection) (/SWwitch to safe enerate alar . N e e L L s i
"\ treatment state onproblem /4 = = \§p———"— O — T/ TmrTmrTT
I Alarm
| break

Sensor data

~.
T —— - —————

N\
Lege n d ° oa esource as! Dependencv ‘
(D)= = @) b
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Modelling Infrastructure for Threat Scenario Analysis Ocetic
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* Using standard infra/network diagrams (IT/OT)
* Prototyped with Irius Risk tool (XML format), also possible with Threagile or pyTM
* Similar top-level containers as i* actors =>» direct mapping
* Explicit modelling of communication channels =» mapping inferred from linked parties

Threat modelling can be used to identify vulnerabilities from this level
e e.g. weak loT protocol, unsecured communication channel,...

* Also capture specific protection agent (boundaries access control, monitoring, recovery...)

T S TR S B e el e e
1 1
I Wastewater Site Manager 118 Company Controller [
I Pre Pre ) ) epah 1 — 1 Severity Likelihood Impact STRIDE  Function CWE Risk Category Technical Asset
! O screer treatment Aeration Tank Tank 11 — 1 Developme
! 11 — I Elevated Likely High Tampering nt CWE-79 Cross-Site Scripting (XSS) Marketing CMS
11 — I Elevation of Architectur CWE-
I P A. 1 Elevated Likely Medium  Privilege e 306 Missing Authentication Marketing CMS
1 Wastewater Treated I Elevation of Architectur CWE-
1 Effluent 1 1 Elevated Likely ~ Medium  Privilege e 306 Missing Authentication Contract Fileserver
1 \% CWE-
1 1 ery
I 1 I Elevated  Unlikely High Tampering Operations 1008 Missing Cloud Hardening
11 I Very CWE-
1 . S - 1 Elevated  Unlikely High Tampering Operations 1008 Missing Cloud Hardening Apache Webserver
1 Very CWE-
1 e Dis 3 : : / \ 1 Elevated  Unlikely High Tampering Operations 1008 Missing Cloud Hardening
I s e 1 Very CWE-
I Gat 11 = 1 Elevated  Unlikely High Tampering Operations 1008 Missing Cloud Hardening
ateway
11 DB I CWE-
! 11 | e et I Medium  Unlikely High Tampering Operations 1008 Missing Cloud Hardening Contract Fileserver
. e 71 P I e o Developme CWE-
S M ol e iyl e il I- ———————————————————————— -|- —————————— 1 Elevated Very Likely Medium  Spoofing nt 434 Missing File Validation Apache Webserver
I Internet [



Automation Scripting

(') cefic

Your Connection to ICT Research

* The above models can be automatically processed through their JSON or XML output formats using Python
» extract different security impact on business asset from the i* strategic diagram based on exposure

* Resulting risk matrix can then be generated
and further analyzed for risk treatment phase

www.cetic.be

* process operation, potential safety impact

* information confidentiality/integrity: financial, privacy depending on type
» support IT/OT assets can be traced using the mapping
* for each asset, the technical feasibility of the identified attack can be assessed.

* technical information about existing vulnerabilities/exploitability provided by the infrastructure level tool

* refining precise path level analysis to assess feasibility

e.g. inject wrong data on (sensor 1a AND sensor 1b) OR bus OR gateway (implicit attack tree)

» feasibility and impact information are then combined using the model structure to yield a good risk estimate
* considering existing measure: redundant components (online/offline spares), secure channels, ...

 specific rules for risk reduction: more or less formal (impact of hardware spare on natural failure = impact of training on phishing)

2. Limited

Sensor data integrity lost
Sensor data unavailable
Report unavailable

Sensor data unavailable

~O>TSET

1. Negligible

1. Minimal

2. Significative

LIKELIHOOD




Support for selecting counter-measures (

/ Safef
[ WHI

0 s.':lc

ration |

e
A
make

p I ~ (RTU Pressure | |
(Flow of Polluting,_y—_Monitored / '
| Substance | 1
\_ Regulated /~— ~Fiow Controlied ™
o ‘P according to

Equipment
PumpValve

cost/benefit

Sbijecti

- - \ Attack and then pipe fail \ Pipe break and protection fail
(Lien aveci*) .. o
sarr Pareto front
\Pipe Break \ Protecton Faibre__\
R ORA 9
AND @
SAFE
sec O _ N
Accidental No Instructions Valve 94
o Breakdown from RTU Fail
A N R A
OR A X
1O or 92
High Close O
o | e ] N -
% No Reflex by RTU No ions
A N - 90
SA gn encryption l Forbidden state / OR 0 ‘?
' ] o
\ Int, RTU ccRTU O © 88
Comm No Faulty Comm ey T
Access | Attack | Link Attack ) Link Attack | Access| Falsify Lost Reflex || Sensor Lost Control Operator 43
cc Phase 1 \RTU cc | PhaseZ | Sensors | Phase 3| RTU | Output N Action | |Meas. A Centre 7 86
S 4 A
NCE 7 A& ;
Redundant
Stronger Auth Intrusion Stronger Auth. Signature l Wa!chdog / Multiple Adjacent Improved Link/Comm 84
onCC Detection System on RTU request check sensors Reading protocol
82
Extension safety/security
80

500 1000

Low mitigation
Budget

(') cefic
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OSCAR

OPERATIONAL RESEARCH IN SCALA

2000 2500 3000 3500 4000

Cost

1500

High mitigation
budget




Preliminary Discussion and Comparison Ocetic
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EBIOS experiment (current)
* document/table-based template does not scale beyond a few primary assets and number of risks tend to grow quickly.
* lack of precision even with good tooling due to rough mapping between assets and the systematic worst-case risk assessment rule
* our (simple) modelling approach:
* drives the investigation more reliably from business down to infrastructure level.
* richer models =» more accurate risk estimates although still qualitative.

* beyond: EBIOS guidelines and knowledge base interesting to capture through GORE model patterns

Secure Tropos: Socio-Technical System (STS) for modelling and reasoning about security requirements
* precise modelling language capturing contracts constraining the interactions among STS actors
* tooling for reasoning on the model and detecting possible conflicts
* holistic analysis framework using 3 layers: business = software = infrastructure with 3 i* models, mostly top-down

* our modelling approach:
* less reasoning capabilities but aims at more precise connections with infrastructure models
* only two levels but infrastructure level is domain specific

CORAS:
* security risk modelling language customized for communication, documentation and analysis of security threat and risk scenarios
* graphical and textual syntax + semantics but rather business level and directed towards protection by design

* our modelling approach:
* supports both business and infrastructure modelling
* directed towards a matrix-based approach as in most cyber security standards

CAIRIS:
* very rich and complete, based on KAOS
* our modelling approach: purposely more lightweight and focused on a specific methodology but anchored in similar GORE modelling

www.cetic.be
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Automotive Case study:

* KAOS modelling

* 1SO21434 risk modelling approach
(certification context) # EBIOS (1SO27K)

www.cetic.be




Context — Automotive Cybersecurity Yg)cetich

Worrying situation

* Increasing attack surface
due to software, connectivity

* Cybersecurity practice behind:
J3061 “best practices”

However improving
* emerging 15021434

* good safety culture
=» can also drive cybersecurity
(and co-engineering)

onnection to ICT Researc

External App Man-in-the-

data medi download middle attack
FT:‘ Qerrnnnnnnnnnnas
- AA
.0
: 0.
- .0
: o
.

.
H
H
.
: 3o
Firmware H
update ¢, S - -ormimisElE e e NS~ = = 3
e v oy, |
0.. ‘ |
* [F—] 1
*
. = .
(= 1
=) Browser !
....... . ., TR S
Al © 1 AA
* (D 1
On-Board o ) eratin: 1 Software
Diagnostics o aE systel 1 vulnerabilities
1
1

Compromised Key/ Mobile User data
actuator certificate store device spying

Our research: can a model-based approach be interesting ?

* identification of key assets, safety and security properties and related risks.

* co-engineering practices through commonly adopted methods to integrate TARA with HARA.

* use of tool chain with analysis, transformation and document generation

www.cetic.be



Existing ISO 26262 =» safety ch’rlc
and Emerging 1SO 21434 =» cyber security s

55 718 o262 fominal Function Nominal Function |so zem M |so 21434 ,.
o Both risk-based grounded in ISO 31000 (PDCA loop) = ‘ - o
e ISO 26262 older (2011) for safety based on IEC IEC 61508 &~ = -m <

o Hazard Analysis and Risk Assessment (HARA) nee: R .—/mn
o only basic cyber security guidelines for development e N concent | Concest |

Component Component mjmmz
o [|SO 21434 — draft standard (due 2021) — superseding J3061 e - ‘L s /
o Threat Analysis and Risk Assessment (TARA) = clause 8 -

o domain-level “damage” branch vs infrastructure-level “scenario” branch

Asset Damage

= Identification Scenarios
Risk
Determination

[tem
Definition

Threat ‘m s Attack

Scenario At;?g? Psgfh Feasibility
Y Rating

Identification

www.cetic.be



Goal-oriented Models for Co-engineering

illustrated on a partial case study (lighting system)
* Lighting system case used by the standard and other references

C) 1. .
Your Connection to ICT Research

* KAOS notations: goal-oriented (among other candidates such as GRL, i*)

Context — asset identification (8.3)

Relevant KAOS notations

/

Entity [«Concers 7/ Goal (system level) /
|

Linking
Domain Property
Subgoal Subgoal (to Obstacle
(requirement) be refined)
A " ogte) (dAte)
: Attack /EXPM

[
Switch e
Lamp Actuator Head Lamp

<Agent > <£Alheher>\\hhonblly \ \Eoot cause \
state : OnOff = k( )ﬂ
z Mitigation requirement /
| CAN Bus &ege nd J

\

www.cetic.be
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Damage scenario and impact rating branch (8.5)

Q cetic

ection to ICT Resi

Method: challenge CIA dimensions = root obstacles & impact

Confidentiality: not relevant (public information)

Integrity: obstacles related to

unexpectedly turning lights off or on

=» can have a major safety impact if at night !
(other dimensions: financial, reputation)

Availability: obstacles related to
impossibility of turning lights on or off
> ...

SAFE
LampOn at Night /

7 hﬁc:*..,\,

TumOff WHEN
SwitchOff

'/ LampOn IFF SwichOn

h and
Lamp state are
OnlOff

TurnOn WHEN
SvichOn
4

Unexpectedly
Switched On




! .
Threat scenario and attack path analysis (8.4/6/7) Ocetic
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Threat scenario (8.4) and attack path analysis (8.6) sm
= method: develop obstacle analysis ARy
(top-down or bottom-up from vulnerabilities)

8.7 Attack feasibility rating
= method: use assessment model
(expertise/opportunity/equipment/knowledge/level)

/ Lampon IFF swickon /[ Switchon
at Ninht

ich and

. . ey . Lamp state are TurnOn WHEN TumOff WHEN
Using: model query, edition and processing Swichon
[R Feasibiity At-F& ¢
Requéte Unexpectedly
ISELECT o.Name, o Expertise, 0.Opportunity, o Equipment, 0.Time, o Knowledge, o Level from Obstacle as o g Mﬂ“ On
EXCEPT SELECT o.Name, o.Expertise, o.Opportunity, o Equipment, 0.Time, o Knowledge, o Level from O_Refinement as re| @
N e e L
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ dué“‘

o0.Name 0.Expertise | 0.Opportunity| o.Equipment | o.Time 0.Knowledge o.Level

ICompromised Nav System from BT interface =<Bm || Public info w || High -

Msg Sent from Compromised Nav System <im .|| Confidential i... ¥ || Medium

Generate CAN Msg at High Frequency <im .|| Restricted info ¥ || Medium

<IW | |l Not Specified W |[High W

Compromised Nav System from Cellular interface

www.cetic.be



Resulting risk matrix and Next Steps Yg)cetich
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- 8.8 Risk determination: risk matrix veryLow | Low | Mediom | High
=2» Generated from the model Severe unexpéctedly turning lights off
=> Prioritization strategy Major (R2 )
Moderate R4 —
* 8.8 Risk treatment — not detailed here Negligible R3 RI

Conclusion: MBSE helps

* in systematic risk identification
* more objective assessment

* enables automation

Further work

* support mitigation phase
 check scalability/modularity

- safety-security co-engineering
« conformance process

www.cetic.be
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Process modelling

* in DevSecOps context

* for speeding certification and
enabling incremental certification

www.cetic.be




Challenge and Opportunities Yg)ce’rich
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 Security challenged
 fast evolution of threat landscape [days]
* heavyweight certification schemes — e.g. Common Criteria (months)

Threat assessment
Risk analysis
Code reviews Security requirements

Security guidelines Impact Analysis / 1AM

* DevSecOps Opportunity

* DevOps: focused on producing quality code,
quickly and reliably — not focused on security

e DevSecOps augment DevOps with security procedures
to ensure continuous security assessment.

SCA Penetration testing SIEM
Vulnerability analysis DS

Remediation

www.cetic.be
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Modeling certification processes
Common Criteria

Class : common intent

Family : common objectives

Component : actual set of
security requirements

+ Vendorapproaches Common
Criteria Testing Lab (CCTL)with IT

Common Criteria Conforms to

product(TOE), draft Security Target
ISO/ IEC15408 n (ST)and applicable Protection
+ TOE Description . Profiles (PP). Element : cannot be selected
* PP Conformance Claim individually; explicit shall
° statement
@ Protection Profile As Baseline Security Target Reviews ST and PP
E IIIIIIIIIIIIIIIIIIII:
£ (PP) (57 .
[~ "
o .
0 . . [ ] . . wgw
Sealty Frobige Jotfon : * Requirement definition * ADV (Development)
Y Assumptions Implements :
v Organizational Security Policies - " i i " i
|- SecurtyObjectves : Security by design AGD (Guidance documents)

v Target of Evaluation (TOE)

v Operational Environment .
¥ Sacii b R Mo relta Target of Evaluation Evaluates

v SFR, Functional (Parts 2) (TOE)

v SAR, Assurance (Parts 3)

Common Criteria * Manual definition
Testing Lab

(ccTL) * Secure design,

configuration & delivery
PP/ST specification framework Management

* ALC (Life-cycle support)

* ASE (Security Target
Evaluation)

* ATE (Tests)

* Test definition .
* AVA (Vulnerability assessment)

* Cyber security
Assessment

www.cetic.be
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Modeling certification processes Ocetic
DevSecOps

3 Cl/iCD Certification .
Developer ! . SAST DAST . Production
~ Orchestration Evidences
Run SAST[x]
Code ) f Store SAST
Commit : [ b ]— [ Evidence ]

¢ Run SAST(z]

[SAST lailed]i [SAST success]
‘ Build Artifacts
1
[ Renomemiciess ) a3
5 —»[ Run DAST[z) |—

[DAST fallecjj] [DAST success] i

[ Risk analysis ] fL' Store rrisk analysis ]
‘ [

[Risk Analysis ¢[Risk is acceptable)

failed)] :

Publish Artifacts |
3 1
; [ Deploy production ] [ Apply release ]
: Store deployment J
logs

DevSecOps process activity diagram - code, build, test, release, deploy

www.cetic.be



Modeling certification processes (Dcetic
Composing incremental certification and DevSecOps
Lo —a0 g Dev CI/CD Certificati
Ag: Ag\(/l _ SR ' ‘ ? Orchestration SAST | ;vildlgﬁc:gn
Change \
[ Evaluability ] QM’__I’ §;0é$
é Commit tests Evidence

!

r :
Impact E ;
analysis : —[ Evaluate ]

(PP/TOE)

Build Artifacts ]

l

: 1
I S L \ H Deploy 1
K produlction

O

Composed certification and DevSecOps activity diagram - Impact Analysis

www.cetic.be



Illustration of benefits with DevSecOps for Common Criteria (Ocetic
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impact analysis: vehicle firewall update case study

DevISchOps
New
ipTables >
version...
(
(Compile) - Action launch
‘i;‘s:sg:;m:':“’)t Put original Iptables Artifact > update ]
in repo debian R('E(P:St':;’fy (Foreman)
.de

A

©——06" S

O O O >
Vehicle stop and Vehicle restart and
Vehicle running update run normally

------------------------------------------------------------------------------------

e

Analysis —» SFR

-
| (Threagile) sport
/—W = / —

Certification Certify

» information and build on virtual copy of vehicle —report—>| Build IAR

AR basis (Open ) Evidence (Common Criteria)
repository
confllogs
Automated deployment
configuration
www.ceticbe I !?ﬁ?‘!’_ﬁ!{@'_-!s_'ﬁ_,___,____,___,____,___,,___,__.§ Evaluator




llustration of benefits with DevSecOps for Common Criteria (Y cetic
impact analysis

Implementation of DevSecOps process for impact analysis

DevOps > > PLAN ‘ CODE > BUILD > TEST > RELEASE . DEPLOY > OPERATE > MONITOR > >

Analysed . —_— - Deployed
Issue Issue Commit Application Test result Configuration Configuration Logs Issue

I
I
r

\
1
i
Sec Thregn Assessment Secure Coding SAST/SCA DAST ," Deployment checks ) Compliance Scan DAST
Risk analysis | .
1
.
\
L

TarmT

=

I
H i
1
1

. Ky 'l'
Impacted 'g‘:fﬁ’f Static Test Dynamic Test : Deployment Compliance Dynamic Test
Evidences Requirements evidences e\nde‘nces ". report report evidences
\‘ ‘ ....... \‘ .

Impact Analysis Report content :

AM
HEAC Y

Step 1 (Identify Certified TOE) : Configuration artifact from previous cycle
Step 2 (Identify and describe changes) : Analysed Issue & Impacted Security Requirements
= Draft Impact Analysis Report
Step 3 (Determine impacted developer evidence) : All evidences are available from the devsecops process
Step 4 (Perform required modifications to developer evidence) : Idem Step 3

= Impact Analysis Report
Step 5 (Conclude) : Manual conclusion

www.cetic.be



lllustration of benefits with DevSecOps for Common Criteria (J)cehc
impact analysis
Examples of tables : Firewall changes to be implemented

ID Summary Description

2 |xtables-monitor: fix rule printing trace_print_rule does a rule dump. This prints unrelated rules in the same chain. Instead the

function should only request the specific handle. Furthermore flush output buffer afterwards
so this plays nice when output is not a terminal.

3 [|xtables-monitor: fix packet family protocol This prints the family passed on the command line (which might be 0). Print the table family
instead.

4  |nft: Optimize class-based IP prefix matches
Payload expression works on byte-boundaries leverage this with suitable prefix lengths.

5 |nft: Fix selective chain compatibility checks

Since commit 80251bc2a56ed ("nft: remove cache build calls") chain parameter passed to
nft\_chain\_list\_get() is no longer effective. Before it was used to fetch only that single chain
from kernel when populating the cache. So the returned list of chains for which compatibility
checks are done would contain only that single chain. Re-establish the single chain compat
checking by introducing a dedicated code path to nft\_is\_chain\_compatible() doing so.

References: IPTabIes 1.8.7 changelog and issue tracker

www.cetic.be


https://www.netfilter.org/projects/iptables/files/changes-iptables-1.8.7.txt

lllustration of benefits with DevSecOps for Common Criteria (J)cehc
impact analysis
Examples of tables : Security Functional Requirements (SFR)

These requirements are extracted from the Protection Profile resulting from the full Common Criteria certification
performed on the system.

LET SFR Description

FDP_ACF.1.1 |The TSF shall enforce the access control to objects based on security attributes.

FDP_ACF.1.2 |The TSF shall enforce rules to determine if an operation among controlled subjects and controlled objects is allowed.

FDP_ACF.1.3 |The TSF shall explicitly authorise access of subjects to objects based on additional rules.

FDP_ACF.1.4 |The TSF shall explicitly deny access of subjects to objects based on the rules.

FDP_IFF.4.1 |The TSF shall enforce the information flow control to limit the capacity of illicit information flows to a maximum capacity.

FDP_IFF.4.2 [The TSF shall prevent the following types of illicit information flow : tcp shell or http shell.

The TOE shall maintain an outgoing heart-beat data flow with other platooning vehicles as specified below: From TOE to VCS (and then to

another vehicle TOE). Messages transmitted shall contain the following data computed from the TOE vehicle sensors/algorithms: Vehicle
PMM_IF.1.1 |unique identifier - Vehicle speed - Direction - Geo-Position - Timestamp.

The TOE shall maintain an incoming flow with other vehicles informing the TOE vehicle about emergency brake maneuvers as specified
below: From (another vehicle TOE to vehicle) VCS to TOE. Messages transmitted shall contain the following data: Unique identifier of the
PMM _IF.3.1 |vehicle to which the emergency brake has been issued - Emergency brake identifier - Timestamp - Digitally signed certificates.
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lllustration of benefits with DevSecOps for Common Criteria ()ce’rlc

impact analysis
Examples of tables : Traceability SFR - Components to
Traceability SFR - Impacted Components

www.cetic.be

iptables

Config

Linux Kernel

Netfilter Kernel Modules

NIC1

NIC2

NIC3

Name Tag
SafeSecPMM |PMM _IF.1.1
SafeSecPMM |PMM _IF.3.1
iptables FDP_ACF.1.1
netfilter FDP_ACF.1.3
netfilter FDP_ACF.1.4
netfilter FDP_IFF.4.1
netfilter FDP_IFF.4.2
iptables FDP_ACF.1.2

Name Tag
iptables FDP_ACF.1.1
netfilter FDP_ACF.1.3
netfilter FDP_ACF.1.4
netfilter FDP_IFF.4.1
netfilter FDP_IFF.4.2
iptables FDP_ACF.1.2
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lllustration of benefits with DevSecOps for Common Criteria (:)ceflc
impact analysis - Examples of tables : Impact Analysis Results

ID Tag Impact Justification
2 |FDP_ACF.1.2 False The changes to the code of the component do not affect the requirement as it concerns only display.
2 |FDP_ACF1.1 False The changes to the code of the component do not affect the requirement as it concerns only display.
3 |FDP_ACF.1.2 False The changes to the code of the component do not affect the requirement as the requirement is not satisfied by this
component.
3 |FDP_ACF1.1 False The changes to the code of the component do not affect the requirement as it concerns only display.
4 |FDP_ACF.1.3 True The changes impact the component and the implementation of the requirement
4 |FDP_ACF.1.4 |[True The changes impact the component and the implementation of the requirement
4 |FDP_IFF4.1 True The changes impact the component and the implementation of the requirement
4 |FDP_IFF.4.2 True The changes impact the component and the implementation of the requirement
5 |FDP_ACF.1.3 False The change to the code of the component do not affect the requirement as it is a compatibility change for checks.
5 |FDP_ACF.1.4 False The change to the code of the component do not affect the requirement as it is a compatibility change for checks.
5 |FDP_IFF4.1 False The change to the code of the component do not affect the requirement as it is a compatibility change for checks.
5 |FDP_IFF.4.2 False The change to the code of the component do not affect the requirement as it is a compatibility change for checks.
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Illustration of benefits with DevSecOps for Common Criteria Yo(:)ce’rich

impact analysis
Examples of tables : DataBase Scheme with information sources

Component Component _Issue Issue
R =>{ 1D T N ID P >>{ D <----,
E Name R e Comp_ID Summary '
Description Issue ID pemmmeeeee- 4 Description
TOE Status
Ticket o
Ticket Manager Specification
Manager Architecture
Interfaces
Manuals

Ticket

Manager
Issues_Security
ID
Component _Security Security__Requirements| H
lssue. D  pe---- -
ID gmmmmmmmmoooeo2 o ey
. i > < R Req_ID
R Rt Comp_ID Tag
: Impact
SecID 0 et Requirements
Justification
Threat Model Threat Model
Risk analysis tools Risk analysis tools Threat Model

Risk analysis tools
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Conclusions (Ocetic

Your Connection to ICT Researc

Good evidence of benefits of model-based approach for
risk analysis process
a global security focused lifecycle (including DEV & OPS)
Especially
Completeness
Precision
Reactivity/incrementality

Next steps
Build a more integrated toolset
Validate on enterprise/industry cases

On-going comparative validation with a pool of about 30 learners
from enterprise context (post-graduate cursus)
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