oftware
actory

Renault
Group ; :

= Mody f'le ob.

Automdtlc wﬁpbrt for
reqmremenptnvqlldatlon

Mirror_mod.use_x = Trye Paris

mirror_mod.use_y = False
mirrorduse_ = False
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. 'YGSfT]IWéO %%I@Q @w PARI

"ror. rOd use% = "
on TRRO
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RG

AUTONOMOUS VEHICLES

- Rapid development of new types of
vehicles (more  connected, more

autonomous, ... )

- Liability of automobile manufacturers in
the event of failure

>>> Method to develop reliable and robust vehicles
and cover highly critical verification

Automatic support for requirement validation

| Renault




How to proceed ?

Standard software development process :

Start verification here

Requirement System
Engineering testing
System Design Integration

& Development testing

- Early validation of requirements
 ldentify ambiguities
 ldentify inconsistencies
 ldentify contradictions

Software

Development unit

testing

>

Implementation

> Offerarigourous method based on formal methods for requirements early validation

Automatic support for requirement validation

RG

| Renault




Our approach

RG

Textual
requirements

{.'? Properties i

Properties
_ Expert
Expert
A Text
\ 4
e o 4 Model ok
g {Q Analysis ] & Model construction valid model o ;
3 Q checking
3
B i correction non valid £+ correction not ok
model o & completion
< >
Our tool

>
UPPAAL model checker

Automatic support for requirement validation

| Renault




Model

Build a model of the system under design
Adopted UPPAAL model => Model checking

condition
UPPAAL model ;

- Concurrents processes guard  sync

events

* Process = Timed automata lOC
update

‘ Action \

>>>  Systematic generation of model from textual requirements

Automatic support for requirement validation

v loc'

RG

| Renault




Textual requirements

« Each system is described by a set of requirements : : : o ——
Roqérement 10 Title | Descrption ;Sﬁui ITRUNC PATH |Work Package ID WP Description
1 | | |
2 5000008765 K_01 it req S4_01_01_Safes Order Pro MSK_01 % the intal requirement Approved 1 Very High Jile Armatrong. AR.1.001_Creation, M. §000008624 MSK_01 it roq SA
000006374 [JUA-D7_Overviewreporl_deivery, creation IReport shows at 3 glance al sales orders are ready for defvery InReakzabion 2:Hgh e Armatrong Deivery Creatin  'BO00008375 Overviewreport_del
- . . . 4 "8000006363 15501 _conbgure_O2C_standard Order to cash standard confguration InRealzaton 2 Hgh  Jfle Ammstrong o Grdor-to-Cash - Stan. 8000006381 Contigure_02C _sta
5 B000I06350  JUA-11_New, feight_costs_calcuistion 6 3 new freight costs calcufation meshod InReaiizaton 2 High e Armatrorg  Adie Amstrong  Adding Freight Costs.. 5000008377 New_freght_costs. |
) e I re m e n S are I n eX u a O rm er e n I n n a r a an a e BOO000E3SD  JUAOS-Optinee. Chck. Saiches.repor O e U we naed 0 proce  new checabox. fcheckban i lcked then  Appeored . 2 Hoh Ml Amabony e Armarong Crack Bateoes (opto. 3000000378 Opkmioe. CRORBH
) optevize baich job
5000006357 JUA-06_EMai-notfication_for_shipping If the saes order is ready for picking. send an emal NoBSCaton 10 In Realzation 2 High Jdie Armstrong  Judie Armstrong Piching 8000008373 EMal-notification-to
8 'BOCODDE358  JUAOS_Create_new_ Provide at  ghnce a st of néw sales onders. InReslzston 3 Medum e Armatrong  Mie Amatrong  Post Goods lssue 800000837
9 5000006355 JUA-04_New-check_before_order_ent Realzaton 2 High Jdie Armstrong  Jdie Armstrong Sales Order Entry  'BO0000371
16 000006354 Create_nev Defe and provide new template for sales quotations InReaigaton & Low e Amatrong e Amstong  Sales Quotation (opt.. 8000008370
- - = LN ol 11 8000006352 reate_E; InReslization 2. High  Jufle Armatrong  Julie Armatrong Review Saies Orders 8000006364
. 12 8000002341 )_Fion_tor_Bilng Flori_for_Biling - Mock-up td Approved & Low Jdie Armstrong  FB R20 Configuration L Process . (2)
13 78000001352 InRealzaton & Low  Jule Ammstrong e Armstrong Bitrg 8000001353
14 5000000857 Tori_for_Bilng [ Poroved  4Low  Aile Armetrong e Amatrong  Biling
%5000000956 JUAS_Optimas._Check_Batches_report On the Uil we need 10 provide a new checkbax. If chackbox fs ticked then In Realzaton 2 High  Jla Armstrong e Armstrong. Chock Batches (opto. /8000000992
"5000000955 JUA-DT_Overviewrepornt_delvery_creation Report shows al 8 glance al sales orders are ready for Gelvery crealion.  In Realization 3. Medium  Jule Armstrong  Julie Armstrong Delvery Creation 5000000864 Overdewreport_del
00000854 JUA-08_EMaiknotication.for_shipping 1fthe sales order s ready for picking, send an eml notécason fo inReskzalon 2 Mgh ke Armarong ke Armabong = 8000000681 EMainoification_&
18 8000000953 reate_new_report_tor_new_sales_o rowde at a gance a lst of new sales orders, InRealzaton 3 Medum Jile Armatroeg S Armatrong Post Goods tssue  'B00000068
000000952 New.chack_before_ordar_eniry Before we can creale an order entry, we need 1o check that the sales In Realizaion 2 High  Juie Amatrong Mie Amatrong Sales Order Entry 800000477
20 Boc0ac0sst JUALD3_Create_new_quotation_template Defne and provide new template for sales quotatons. InRealzaton 4 Low e Armat Sudie Armatrong ‘Sales Quotation (opt.. BOOCO4TT3 pew_quotat
21 TB00000csso JUAQ2 Create_new_flag_for_checked_sales  Creae new check bax on the Ul, in order to indicate that the saies order  Approved 2. High e Armstrong e Armatrong Review Ssies Orders 8000001064 Creste_new_report
22 5000000942 JUA-11_New_freight_costs_calculation AdG 3 new Treight costs calcuaton me In Reaizaton 2 High Jdie Armstrong  Jdie Armstrong Adding Freight Costs. 8000000693 New_freight_costs_
23 000000841 reate_Emai_notifcation Defne new netécaton WF and Ema Template Reected  4Low e Amstrong  Julie Armstrong Review Saies Orders

Input signal Qutput signal _ _
> > «  STRComp (system technical requirement component)

SYSTEM 400 rows

> > « 300 textual requirements

+ schemas, tables,

. > 4
Interface Behavior Interface

Automatic support for requirement validation 6
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Language for system specification RG

Type

» Language for requirements specification as templates
« EARS-like language
« Each template build a part of the model

Pattern

Interface

(system) shall receive and process from (actuator) the signal (signal-name) (with the
following values: [-(values)]+)?.

(system) shall send and process to (actuator) the signal (signal-name)(with the following
values: [-(values)]+ )?.

State-driven

while (state) and (condition) (when (trigger))?, (system) shall {(action).

Event-driven

when (trigger), (system) shall (action).

Action-driven when entering (state), (system) shall [-(action)]+.
Event (system) shall detect (trigger), if (signal-name) = (value ) for more than (delay).
Constraint if (system) is in (state) and entrance conditions to(state) are satisfied, (system) shall

switch to (state).

Automatic support for requirement validation 7

| Renault




From textual requirements to model

« State driven requirement template

RG

\

¢ y [ <system>shall swich to <state>

|

[ while <state> and <condition> ] . when <event>

<system> shall <action>

|

)

A
v
A

[
»

Context Optional trigger System response

A
v

Automatic support for requirement validation

| Renault




From textual requirements to model (continue)

« Translation algorithm

Syntax Semantic
(a) while (state) and (condition) | guard = [condition]
{.ﬁfuff'} U :!'}
[whan {tfrigger}) event = [fril‘:;ye_:'r]] )
(b) (Stﬂfﬂ} quar rum‘.}

urgent broadcast chan now

guard now!

(state) -

State-driven

[switch to (Staﬁ:)] (state) guard event?, (state)

update = [ﬂntimxl
(state)

action
< ) guard event?

L 4

update

Automatic support for requirement validation

| Renault




lllustration

Textual
requirement

Translation
algorithm

Formal
model

RG

while Safe_State 2 when standstill_timeout system shall switch to Out_Maneuver

standstill_timeout?

Safe_State_2
- - Out_Maneuver

Automatic support for requirement validation 10

| Renault




Use case: Automatic Park Assist (APA) RG

* Advanced driver assistance system (ADAS)
* Helps the driver during the parking maneuver

Information Signals

ADAS ECU
| TUTO —— [ Arbitration ]
Renault ZOE ) , \ I )
, 0 g
\ , \ (pee) () 2
3 Information Signals als g
Q ; : N 1- Control board

RENAULT

Automatic support for requirement validation n

| Renault




Use case: Automatic Park Assist (APA) (continue)

SRR /7 Global declaration
»

¥ Projet
B
7% APA
?% remaining_distar
vehicle_blocked_

//INPUTS

urgent broadcast chan now;
urgent chan vehicle_blocked;
urgent chan vehicle_roll_back;

RG

eLinitationOrder_APAPark=0

pgen_PLC_ParkingSequenceStatus=1

% take off failure urgent chan take_off_failure;

@: vehicle roll back urgent chan remaining_distance_check_failure;
m S34PTh_II_EC_M_tir urgent chan standstill_activation_timeout;
?3: standstil_activat Urgent chan S34PTM_ECM_timeout;

77, environnement int [@,1]pgen_APA_Failure ;

Interface declaration

ngSequenceStatusss ,
rder_APAPack=

arkingSequenceStatus=5

ParkingSequencestatus=5
wjiheel Torquel initationOrder_APAPark=0

pgen_APA_PWTWheelTorqueOrder_APAPark==0 e e
t:=0
S1 S2 \%/
t>c_ECMReactionTime
S34PTM_ECM_timeout! t<=c_ECMReactionTime

Event emission templates X7

Main Template

Automatic support for requirement validation 12

| Renault




Model checker application RG

APA requirements

Actuator control
18%

Mapping
28%

Behavior
15%
: Other
37%

Interface
30%

« Simulation
Sequence diagram
Gantt diagram 2
* Properties verification
Generic properties (deadlock, state reachability) v . o
Specific properties (requirements, external expert) ==
[s2]
Automatic support for requirement validation 13
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Conclusion

Proof of work of the method

Two uses cases : Autonomous driving &
Automatic park assist

Requirements language patterns
Proposition of language
Scalable regarding engineers needs

Translation algorithm

Implementation using Eclipse

Tool for systematic model generation from
textual requirelents

Validation on real case studies:
APA safety module
Powertrain Activation function

Ate=t"

Home.rules
\aJRESytme ary [

Automatic support for requirement validation

when
€ then

Rule 'Switch off heating, when

Heati gON
Window. SHUT

when Window.OPEN

then

Problems

ecllpse

Heating.OFF

'= OFF - Heating.OFF
'=ON - Heating.ON
'=OPEN - Window.OPEN
'=SHUT - Window.SHUT

ration

ndows gets opened'

State OFF

Search [EJ Console 82

RG

Press 'F2'

for focus

14
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H#1 Interfacerule

APA system shall receive and process the signal pgen_Failure with the following values
. -vgen_NoFailure -vgen_Failure

SRRRRERRRRY /7 Global declaration

. Projet
SDéclarations

APA
remaining_distar
vehicle_blocked_
take_off _failure_
vehicle_roll_back
S34PTM_ECM_tir
standstill_activat

environnement

FEEBEES

urgent
urgent
urgent
urgent
urgent
urgent
urgent

//INPUTS

~broadcast chan now;

chan
chan
chan
chan
chan
chan

vehicle_blocked;
vehicle_roll_back;
take_off_failure;
remaining_distance_check_failure;
standstill_activation_timeout;
S34PTM_ECM_timeout;

int [0,1]pgen_APA_Failure ;

Presentation title

RG

16
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H2 Statedrivenrule

RG

While APAis in Safe_State 2 and pgen_Ramp =vgen_on, APA system shall switch to

Out_Maneuver

t_Maneuver
Out_Maneuve pgen_Ranmp == 1 now!

Safe_State_2

O

-O

While APA is in Out_Maneuver when S34 ECM_Timeout, APA system shall switch

to Safe State 4.

Out_Maneuver pgen_Ranmp == 1 now!

Safe_State_2

@

S34 _ECM_timeout?
- O

Safe_State_4

Presentation title

-O

pgen_APA_PWTWheelTorqueOrder APAPark==0
t:=0

S1 S2

t>c_ECMReactionTime
S34PTM_ECM_timeout! t<=c_ECMReactionTime

17
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#3 Event drivenrule

When standstill activation timeout APA system shall switch to Safe State 2.

Out_Maneuver

safe_State_2

(N

@:? pgen_Ranmp now!
JK standstill_activation eout?
S34_ECM_timeout? standstill_activation_timeout?

iy
safe_State_4

Presentation title

RG

pgen_PLC_ParkingSequenceRequest==2

o

t:=0
S2

t>c_StandstillReactionTime

standstill_activation_timeout! t<=c_StandstillReactionTime

18
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H#4 Actiondrivenrule

When entering Safe_State 2 APA system shall : set pgen_Warning to vgen_Alert —

release powertrain control

Out_Maneuver

h

pgen_Ranmp == 1 now!

Sate_State_ ?

Q\ standstill activation timeout?

Vet

pgen_Warning=1, pgen_APA_PWTOrder=0

S34 _ECM_timeout?
- - )

standstill_activation_timeout?

-

o/ pgen_Warning=1,pgen_APA_PWTOrder=0

Safe_State_4

Presentation title

RG
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H6 Constraintrule

If APA system is in Safe_State 4 and entrance conditions to Safe_State 2 are
satisfied, APA system shall switch to Safe State 4.

Qut_Maneuver Safe_State_2

C) pgen_Ranmp == 1 now!
(;2\\\ standstill_activation_timeout? ;;

pgen_Warning=1, pgen_APA_PWTOrder=0

standstill_activation_timeout?
S34 _ECM_timeout?
.

-
Safe_State_4

Presentation title

RG
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USE CASE : Automatic Park Assist (APA)

APA requirements

Actuator control
18% \

Behavior

15% Mapping

Configuration
9%
37%

Interface
30%

— Standardize terms and define key words
— ~70-80 % of rewrite to apply the systematic translation

Presentation title

RG

Requirement analysis

- Multiple definition of same

object ( state, events..)

- spelling mistakes

- Multiple interpretation for the
same terms

- Ambigous terms

- Use of negation

21
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Use formal methods

WHY MODELISE REQUIREMENTS ?

Visualise all requirements

Have an abstraction of the system

Apply model checking method (automatic formal method)

buttonprecsed

O

Property

P1:« On » state is reachable

A\ 4

buttonprecsed

Model : state machine

A 4

MODEL CHECKER

Presentation title

x] [&

RG
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